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For several years now, the NHS and local
government have been pushing suppliers
for enhanced security. This year, pressure is
mounting on care homes to comply with
these recommended regulations and then
ultimately to be mandated by the Cyber
Essentials Plus accreditation, which ensures
organisations have an excellent level of
security across their entire environment.
Many customers find the thought of having
to deal with this challenge as fairly daunting
but it doesn’t need to be, there are many
technologies available today that quickly
help you resolve these problems.

The move to remote working and resulting
distributed IT solutions have created a
window of opportunity for hackers to
exploit users operating in unfamiliar
environments only adds further
opportunity for attackers.
The impact of a security breach can be
crippling to any business but would be
critical to any form of health care provider.
Attackers know this and see it as a greater
opportunity. Therefore, the impact of not
auditing security standards could result in
significant business operational challenges
as serious as contract loss or at least
competitive disadvantage.

challenges and the CQC are championing its
use as part of their business assessments.
The good news is that putting in the
building blocks to be able to ensure both
compliance and a significant reduction in
cyber threat is not as difficult as you may
imagine. Happily, these can also be very
cost effective and, if for example you’ve
already invested in some of the Microsoft
365 suite, may already be paid for – and
would simply be a case of deployment.
Many Care home providers are turning to IT
services organisations like Atlas Cloud to
provide both the consultative review and
the necessary guidance to design and
deliver the right sort of security approach
without the need to invest in these skills
themselves.

50% of healthcare providers have
been impacted by ransomware
during the past 12 months.

Kirk Muir
Healthcare Specialist
Atlas Cloud

Mimecast
State of Email Security Report 2021
Quoted in Email Security in Healthcare Report

Historically, the Care Home industry hasn’t
focused on digital innovation but, with the
introduction of digital patient records, this
has changed begun to dramatically change
over the last few years . However, the
challenge is that many care homes don’t
have the IT maturity of other organisations
– they are therefore even more susceptible
to attack.
These two elements combined make care
homes a significant target for the
cybercriminal community.
The NHS and CQC are aware of this
challenge and are setting new standards
and providing guidance to ensure that the
Care Home sector enhances its IT maturity.
The NHS have already developed a specific
data security toolkit to address these
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Cyber security is how individuals and
companies can reduce the risk of cyberattack from digital threats such as Malware,
Ransomware and Trojans to name a few.
Cyber security's core function is to protect
the devices we use day to day, the services
we access and the vast amount of personal
information we store in these locations
from theft or damage.

Responding to the challenges of cyberattack is not just a technology problem, it’s
a people process technology approach that
combined can significantly reduce the risk
of being impacted by these cyber criminals.

The health care industry is relying on IT
even more than ever. The pandemic has
only heightened this. Traditional paperbased healthcare practices have
transitioned in some instances rather
rapidly to the digital age. Many of these
deployments don’t have the necessary IT
security services in place leaving end points
wide open for attack and vulnerable to data
breach.
Whilst becoming more sophisticated in their
efforts, cyber criminals have increasingly
targeted the most vulnerable of businesses.
If we look at this in monetary terms, health
records are worth ten times that of banking
details when sold on the black market. The
numbers do the talking.

Care homes are seen as the low hanging
fruit. Many care home providers believe
(often incorrectly) that there data resides in
a cloud-based service and so they are not
susceptible to cyber-attack. This is not the
case, any attack on your user devices can
allow hackers to access and download data
from any location, including cloud-based
services.

Then, of course, there’s the added cost of
the impact on your business, your
reputation and the compliance issues you
might suffer. It makes sense to start the
process of reviewing your security today.

We only took security seriously
when we came into an office full
of terminals displaying a message
demanding £6,500 of bitcoin. Even
paying the ransom ensured we
had a significant impact on our
business operations and meant a
lot of difficult questions from the
management team and significant
unplanned IT investment during
the FY to make us safe from
further attacks.
IT Manager
Major Care Home Provider

Whilst the tools and guidance are available
to help Care Homes, many companies have
yet to focus on solving these challenges –
often justifying this decision with the belief
that basic services should provide adequate
security from these attacks. As Government
statistics show 39% of UK businesses
identified a cyber-attack within the last
12 months
(and the health care industry
is at greater risk than the average business);
it is a case of ‘if’, not ‘when’. However, far
too often, we only see investment in cyber
security after it is too late – when it costs far
more to fix.
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The most famous attack on the Health Care
sector came in 2017 with the WannaCry
ransomware attack. This attack impacted
over a third of NHS UK trusts
with
ambulances being rerouted, medical
records and updates being lost and many
people having cancelled operations and
appointments. The estimated cost was £92
million and over 19,000 cancelled
appointments.

In early March, Quality Compliance Systems
(QCS), which provides compliance
management systems to over 4,000 UK care
homes, received a suspicious email from
the ‘IT-Services desk’. Luckily, this
organisation used a Managed Service
Provider who had implemented the
necessary security solutions to identify this
and there was no impact to them or their
customers.

What's particularly disappointing about
WannaCry is the fact Microsoft released
patches that would protect companies from
the attack a good two months before it
impacted the NHS and it was the inability to
deploy the protection that meant the
situation wasn’t avoided.

If they hadn’t had this in place, hackers
could have easily targeted over 4,000 UK
care homes from a trusted supplier in that
industry. Recognising the free Starbucks
coffee email (a common attack tactic) is one
challenge that most users can easily spot
but when an email from your software
service provider asks you to visit a website,
it can be quite challenging to know what's
real and what's fraudulent.

Since the attack the NHS has now made it
mandatory basic requirements for its
practices, suppliers and affiliates to
showcase that they have aligned with the
NHS’s DSP tool kit
as well as becoming
accredited in Cyber Essentials. These are
the necessary steps to avoid a future
incident similar to that of WannaCry.

The NHS has already begun applying
pressure to the private healthcare market,
making it mandatory for their suppliers to
comply with their minimum standards or be
at risk of losing contracts. As we have seen
in neighbouring fields, we expect to see this
transition into other social care and care
home-based industries.
The CQC also have their role to play, they
encourage care providers to use the DSP
toolkit to assess their own cyber security
stature and also to provide evidence that
they are complying with legal and
regulatory requirements. This is one of the
most effective ways to demonstrate to
the CQC inspectors that information is
accessed and shared in a secure way.

Whilst at this moment in time the use of the
NHS’s DSP toolkit and Cyber Essentials Plus
is non-mandatory, this is likely to change
over time and the reason for their existence
is the recognition of a significant threat to
businesses such as care homes.
In the future, it is expected that CQC will
have a role in both local authority and
Integrated Care System oversight. For any
aspiring privately run care homes and social
care businesses you could be at risk of
losing contracts, not to be given a seat at
the table, or worse be at risk of losing your
status and facing regulatory fines from the
ICO.

Cyber criminals are much more
sophisticated these days and so putting a
security solution and considering other
complementary strategies such as backup
and recovery services are good investments
in today's challenging world.

All NHS organisations are to
develop local action plans to
achieve compliance with the
Cyber Essentials Plus standard
by June 2021, as recommended
by the NCSC.
William Smart
CIO, Health and Social Care NHS
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Atlas Cloud believes there are ways to
deliver IT security cost effectively and our
growing customer base is living proof,
solutions like Microsoft and Office 365
make a great starting point. Bundled in to
these packages are a significant number of
tools and services that can provide much
higher levels of security than the average
immature care home provider. A quick
assessment of current investments will
easily help you understand what can be
implemented with no additional licensing
cost; a variance analysis can also establish
additional services to close any additional
weaknesses.
A simple, no obligation audit from a health
care specialist Managed Service Provider
like Atlas Cloud can help you fully
understand your non-compliance towards
Cyber Essential Plus and the NHS’s DPS
toolkit, as well as any general security
vulnerabilities. We categorise potential
solutions as no extra licencing cost and
possible additional licensing cost and, from
that point, the choice is up to you.
We are offering a free 30-minute
consultation with our Healthcare
Specialist and solutions architect to
assess how to make your business more
secure and avoid future risk.

This usually results in the adoption of some
low or zero cost service offerings to test
your current security posture and make
recommendations on the back of this. This
will also help you understand how well
placed you are today and what steps you
can take move to a more secure
environment.
We will look at your existing security
approaches alongside investments in other
licensed solutions such as Office and
Microsoft 365 to help provide the most
cost-effective way of delivering a solution
which is fit for the demanding security
challenges you are facing today.
We can help get your environment ready to
secure the Cyber Essentials Plus
accreditation and provide the necessary
solutions that may be needed to attain this
including endpoint management and
security governance.
Finally, we can look to provide ongoing
services that continually help you
understand your security levels and make
sure that you stay ahead of the cyber
criminals in the race to remain secure.

Kirk Muir
Healthcare Specialist at Atlas Cloud
0191 250 5222

kirk.muir@atlascloud.co.uk
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Atlas Cloud is a hybrid working IT specialist. We
offer IT hosting and managed service contracts,
account management and pro-active service
desk support and delivery. We have been
designing, delivering and continually developing
hybrid working strategies for over a decade and
as a result we have a unique place in the market
to offer a consultative managed service and
support package to guide businesses through
what is now the mainstream mode of working.
Our belief is the quality of a managed service is
fundamentally led by enterprise grade
technology and service. A close client
partnership then underpins the way in which
these core aspects are delivered. We look to
forward-thinking technology and adopt these
through an evidence based approach backed by
research from Atlas Cloud and the industry
research from our clients sectors. We propose
solutions that make our clients agile and
technology remains fundamental to this, but
what is equally important for both us and our
clients is the underpinning of this business
agility through relationships between clients,
vendors, partners, and Atlas Cloud based on
mutual trust, co-operation, and shared value.

An example of client innovation we have is
our Cloud Experience Team, whose sole
focus is to pro-actively audit, examine and
improve the user experience of our
platform. This is evidenced through
adoption of:
• Pro-active user experience monitoring,
reporting and collaborating
• Self-service password resets
• Employee experience platforms such as
Microsoft Viva

We believe that work is
what we do, not where
we go. Enabling great
work from anywhere will
change people’s lives for
the better.

Atlas Cloud’s mission is to enable our
clients to do great work from anywhere.
By solving challenges and enhancing
opportunities through cloud-based
solutions, we can maximise the success of
our clients not only through the satisfaction
of partners/ shareholders but also through
improving the quality of life of every
member of staff and every one of our
customers’ clients through great
technology, service, and culture.

At Atlas Cloud we therefore continuously seek
to innovate the way our clients are working
through both day-to-day service delivery,
monthly account management and regular
executive communication.

Pete Watson
CEO, Atlas Cloud

Our Values
• Innovation – in service and technology
• Improvement – research-based, transparent
• Accountability – next generation level of service quality

www.atlascloud.co.uk
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0191 250 5222
hello@atlascloud.co.uk
www.atlascloud.co.uk

